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Softwarové definované radio

Jan Hrach

http://jenda.hrach.eu/
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Tahejte: http://jenda.hrach.eu/f2/sdr-linuxdays-2014.pdf

NSA Litomérice
the only company that actually listens to your needs


http://jenda.hrach.eu/
http://jenda.hrach.eu/f2/sdr-linuxdays-2014.pdf

2/23

URL

« Slidy: http://jenda.hrach.eu/f2/sdr-linuxdays-2014.pdf

* Podobna prednaska, zamérena vic na dekédovani a bezpecnost:
http://nat.brmlab.cz/talks/2014-09-13-postavte-si-vlastni-nsa.mkv
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SDR?

e |deal:
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zdroj: http://urgentcomm.com/cognitivesoftware-defined-radio/software-defined-radio-simply-better-way-do-radio

NSA Litomeérice
the only company that actually listens to your needs


http://urgentcomm.com/cognitivesoftware-defined-radio/software-defined-radio-simply-better-way-do-radio

4/23

Hardware

e rtl-sdr (200 KC)

« 2 MHz, 48 dB, RFI/IMP
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Hardware

o rtl-sdr + filtr + alobal (500 KcC)

tip: kalibrate rtl
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-43.3 dBm; peak -43.3 dBm:
mute L) squelch L autonotch

Yolume:
Audie recording:  start
Signal strength plot: | none *
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Hardware

 TX: bladeRF (10000 K¢), RaspberryPi, GPU
(https://www.brmlab.cz/project/gctx)
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Software

« GORX (demo)
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- funkcni bloky*
- klikator, Python, C++  [=2z.
- nekompatibilni samo se sebou

:}1' ghlpm Baseband Freg: 0
. E Diyniaméc Rarsges 100
KBt At el i Roferamce Lavek 0

Raf Scals {pipls 2

FFT Slea 512

FFT Mt 15

Frag Sat Ve nisimet Nona
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e software obecné nic moc
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Co prijimat

* FM hlas

- 150-180, 440-480 MHz

- taxi, messengeri

- ochranky

- zasahovka...

- metro (https://www.brmlab.cz/project/metro)

- bezdratove mikrofony (670-800 MHZz) - konference...

- chuvicky (stale zapnuté)

- hobby, HAM

- SW: rtl_fm, ggrx,
https://www.brmlab.cz/project/sdr/szdc
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Meteosondy

* http://www.radiosonda.sk/

« https://www.brmlab.cz/project/weathersonde/start
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GSM

» Airprobe, OsmocomBB
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nesifrovana preambule (IMSI!), pak Sifrovano

Sifra A5/1, zlomena

- SMS cracknutelné, hovory obtizné

- (https://www.brmlab.cz/project/gsm/deka)

- https://brmlab.cz/event/codenight

3G - A5/3
GSM-R

NSA Litomérice
the only company that actually listens to your needs


https://www.brmlab.cz/project/gsm/deka
https://brmlab.cz/event/codenight

13/23

Tetra

“GSM pro prumysl”

Mestska policie, DPP, krizovy Stab...

spousta komunikace o nicem
ma to skupiny, ale je to vselijaké

Sifrovani: mody 0-3, vétsina siti mod 0

Software: Osmo-tetra

V uplinku polohy, obtizna synchronizace

gr3.6 (http://jenda.hrach.eu/brm/rad/tetra-3.6-3.7.patch)
Dekoduje ramce, je potreba pfidat dumpovani provozu...
...a pustit na to referencni kodek

Ize chytat cela sit’ paralelné (vyrobi roky audia)
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Mototrbo/DMR

DMR: standard podobny Tetre

Mototrbo: proprietarni rozSizeni od Motoroly
Software: DMRDecode, dsd

Sifrovani:

- None

- Basic (8-bit key + 16-bit LFSR)

- Enhanced (40-bit RC-4, IV In LSBs, unknown)
- 2014 AES-256 update

Méstska policie, primysl, CEZ
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Tetrapol/Matra

DalsSi trunkova sit

Policie, armada

Sifrovani: ¢astetné, neznamé

Software: zadny

Specifikace (bez Sifrovani) volné dostupna
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Paging

» Software: multimon-ng

» Zachanky — info typu
- “Bubenska 1, uraz elektickym proudem”
- “Bubenska 1, nemoc z ozareni”
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Letadylka

« ACARS, ADS-B
» Software: acarsdec, dump1090

* Aplikace: http://www.flightradar24.com/
* Maji hezké multilateration
» Jde to vysilat...

* (zbyl Cas? pasivni radar —)
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Planes

* Active-passive:

- Kopac¢/Ramona/Tamara
- Flightradar24 MLAT

ELECTRONIC
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source: http://www.rsm.govt. nz/cms/consumers/receptlon problems/what -does-interference-look-like
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* Fully passive
- VERA (Véra)

- http://people.duke.edu/~hahl6/papers/passive-
radar-processing-preprint.pdf

 Anyone knows the math for this™?
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Dual coherent rtl-sdr:
https://www.youtube.com/watch?v=KRqtqtCVRRO


https://www.youtube.com/watch?v=KRqtqtCVRR0

http://www.armadninoviny.cz/cesky-tichy-strazce-vidi-i-neviditelna-letadla-.htmi
http://clanekvera.sweb.cz/
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ASMKS

* ASMKS (Automatic system for frequency
spectrum monitoring) by CTU

e Coherent scanners + MLAT
e DYI: SDR + GPS, SDR + FM?
 Anyone?




23/23

EOF

» kthxbye
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